AUSTRALIAN MARKET & SOCIAL RESEARCH SOCIETY | VOLUME 33 | NUMBER 04 | MAY 2016

08/ SCIENCE OF VISUALS
11 / BEYOND THE VERBAL
GAMIFYING SPONTANEOUS
12 / AWARENESS
INFOTOOLS PROACTIVE
24 / PROTOCOL APPLICATION
ISSN: 1839-4256

tools of
the trade.

INDUSTRY NEWS

Risk management in handling
personal identifiable information
Update from the AMSRS
Professional Standards Officer
My March article talked about
the need for members to

destruction and verification of external

received the information treat it in the

suppliers’ adherence to the policy.

same way (Rules 35-40). The APPs

The AMSRS Code of Professional
Behaviour (the Code) states that

use these same words.
“Reasonable steps’ means the

ensure the security of research

members must take ‘reasonable steps’

member must ‘take such steps as are

participants’ personal identified

to ensure that personal identified

reasonable in the circumstances’’ and

information and suggested that it is

information is protected, that it is

be able to justify them. If, for example,

good practice to have organisation

destroyed or de-identified when no

a participant made a complaint that

policies on data storage, security,

longer needed and that others who

the member had handed their personal
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CODE OF PROFESSIONAL BEHAVIOUR

RESPONSIBILITIES
TO CLIENTS &
PARTICIPANTS

TRANSPARENCY

Clients: Effective, cost
efficient, timely

Honesty, openness
with clients and
participants. Tell
them what you are
doing and why you
are doing it.

Participants: Keep safe,
do not abuse their trust,
look after children, do
not take up too much
of their time.

LEGAL & ETHICAL
ADHERENCE

PRIVACY
The Code mirrors
the Australian Privacy
Principles (APPs) on data
collection, use, storage
and destruction so that
if researchers follow the
Code, they will comply
with the Privacy Act.

ALL AMSRS
MEMBERS AGREE
TO COMPLY
TO THE CODE

Researchers must comply
with relevant legislation
and act ethically:
behaving responsibly,
not bringing discredit
to the profession, and
conducting research
honestly and objectively.

AUSTRALIAN PRIVACY PRINCIPLES

AMSRO PRIVACY CODE

APPs are legally binding principles which are the
cornerstone of the privacy protection framework
in the Privacy Act.

AMSRO Privacy Code is a registered APP Code,
developed by AMSRO for its members. It reinterprets
the APPs for use in market and social research.
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identified information to a third party

• Networks and software security

For example:

who had misused it, it would be the

• Transfer to third parties

• Does the organisation have rules

responsibility of the member to prove

Not only is this good practice, it is

about staff using portable assets (e.g.

that they had taken reasonable steps to

also good risk management. Large

mobile phone, tablets and laptops)

comply with Rule 40 of the Code.

organisations usually have good

when out of the office in order to

systems and policies in place to

minimise unauthorised access or

‘reasonable steps’ - like the APPs,

minimise risk - small and medium-sized

theft (and therefore potential access

it is principles-based rather than

companies may be less well-protected.

to networks and information)?

AMSRS has recently published

• Can the organisation’s network

The Code does not define

prescriptive. Individual members and
organisations are free to use their

an Information Communication and

own methods to meet the outcome.

Security Handbook

What qualifies as reasonable steps

to help members in

may differ according to the particular

small and medium-

nature of the organisation, the type

sized companies

track logins or user activities, events
or anomalies to flag any risk issues?
• Has the organisation confirmed

INFORMATION
COMMUNICATION
AND SECURITY [ICS]
HANDBOOK
Market & Social Research:
What you need to know

what backup systems are used
by their cloud provider(s) and

of research services provided or the

minimise the risks

nature of the information.

associated with

The Handbook is available via the

information security.

AMSRS website and provides a useful

Whatever they choose to do,

reviewed their reliability history?

members need to consider the

The Handbook

security of personal identified

gives a framework

obligations with regard to the Code

information that they hold in terms of:

for reviewing an organisation’s

and therefore the APPs.

• Internal practices and protocols

performance in managing

• Staff training and knowledge

information security and the

• Physical security

elements that need to be considered.
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tool for members in meeting their
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